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Abstract 
Australian Higher Education Institutions, in 
common with other research institutions 
around the world, need to collaborate with 
each other and with global research 
partners. Cross-disciplinary research is also 
increasingly important between intra and 
inter-institutional groups and yet, 
mechanisms for communication between 
such groups are often insecure. Insecure 
communication methods are of particular 
concern for research because of the need to 
protect intellectual property. 

The deployment of PKI in the higher 
education sector in Australia has been 
measured. Taking this early stage of PKI 
adoption into consideration AusCERT in 
conjunction with CAUDIT has been working 
on a Public Key Infrastructure (PKI) Project 
to establish a National Certificate Authority 
Framework for Australian and international 
universities and research groups 
interoperation. The first phase of this project 
(called CAUDIT PKI Federation pilot) 
included the development of policies and 
guidelines, the implementation of a 
prototype certificate management system 
and preliminary research into interoperation 
issues. 

The intent of this framework is to minimize 
PKI up taking costs, minimize surprises 
once we move into a production 
environment and provide clear guidelines for 
implementation to avoid retrofitting.  

This paper will discuss the basic 
implementation used and will look at some 
vital issues on how to enable secure 
interoperation amongst the Higher  

 
Education sector in Australia while drawing 
on the experience gained while 
implementing this pilot project.  

1 Introduction 
The CAUDIT PKI Federation project is part 
of a larger effort from Australian Higher 
Education Sector with support from 
AusCERT, CAUDIT, Grangenet and the 
Australian government to develop an 
environment in which Universities can 
collaborate at low cost and low risk to 
business-like institutions.  
Our aim is to develop and ultimately 
implement a PKI for CAUDIT universities 
(which includes universities in Australia, 
New Zealand, Fiji and Papua New Guinea). 
To achieve this goal we are working closely 
with other projects such as Meta Access 
Management System Project (MAMS) and 
Middleware Action Plan and Strategy 
(MAPS) and are taking a phased approach 
to test interoperability and find out issues 
regarding PKI enabled applications.  

This phased approach has enabled us to 
receive support from a number of 
organizations and to promote extensive 
research in the proposed PKI architecture 
and how it would perform in the higher 
education environment. 

Further funding of $649,000 has recently 
been awarded to the University of 
Queensland by the Hon Dr Brendan Nelson 
MP, Minister for Education, Science and 
Training to develop an e Security 
Framework for Research which will enable a 
production PKI infrastructure to be built for 
the sector using the architecture and policies 
and procedures that have been developed in 
this pilot project. 

The purpose of this follow on project is to 
implement secure access, authentication 
and authorisation for researchers who 
access services and infrastructure across 
global networks. This project seeks to 
establish an E-Security Framework to 
integrate two types of security systems, PKI 
and Shibboleth, to foster collaboration and 
enable the secure sharing of resources and 
research infrastructure within Australia and 
with international partners.  The project will 
leverage off existing work in both areas,  



build on the advantages of these different 
systems and create a platform to enable the 
secure sharing of resources for a research 
infrastructure.   

2 CAUDIT PKI Federation 
Architecture 

A given PKI can support a number of 
services in an organisation. The CAUDIT 
PKI pilot implementation provided three core 
services: 

• Authentication – the assurance that the 
entity proves who they are (or claim to 
be). 

• Integrity - that data has not been 
modified (intentionally or unintentionally) 
in transit). 

• Confidentiality – the assurance of data 
privacy. 

These services enable entities to 
demonstrate they are who they claim to be, 
to be assured that data is not undetectably 
modified, and to be certain that data sent to 
another entity is only read by the intended 
entity.  

The CAUDIT PKI Federation has used a 
combination of trusted models to develop its 
own operational model. It is comprised of a 
single Root Certification Authority (CA), four 
Subordinate CAs corresponding to each 
level of certification and Institutions’ CAs. 
The four Sub-CAs issue CA certificates to 
Institutions CAs within CAUDIT. Institutions 
within CAUDIT inherit the Certificate Policies 
and Certificate Practice Statement from the 
Root CA and four Sub-CAs, or comply with 
them. The trust model is described in detail 
on section 4. 

The following diagram illustrates the 
architecture chosen. 
 

3 Certification Levels 
We believe that a fundamental issue for a 
successful PKI implementation is the identity 
of the end user (or entity) and the degree of 
identity checking and verification. CAUDIT 
PKI Federation proposed: 

• Use several identity certification 
levels corresponding only to the 
strength of the identification process of 
the end entity; rather than what they are 
or what they do within the institution. 
Each level will also correspond to a 
different signing private key for the 
appropriate CA.  

• Base the identification process on the 
Australian 100 points of identity system 
(described in the Financial Transaction 
Reports Act 1988 and Financial 
Transaction Reports Regulations 1990) 
using a modified Form 201 that requires 
completion and identification proof in the 
institutions’ RA’s presence. 

• Use four certification levels as 
detailed below. 

The default operating certification level, 
called Level 3, is granted once an end entity 
has successfully accrued at least 100 points 
of identification. In most institutions, staff on 
its payroll should proffer a birth certificate or 
passport (70 points) on induction or have a 
driver’s license (40 points) or a credit card 
(35 points) and so will easily fall within this 
level. Similar most students (and others 
within the institution’s circle) should be able 
to proffer enough credentials to eventually 
be certified to Level 3.  
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It made sense to consider certification levels 
both greater and lesser than Level 3.  
Certification Level 4 is used when there is a 
need from relying parties for identification 
process greater that Level 3. For example 
consider a relying party that is a digital 
repository containing confidential and very 
sensitive intellectual property. That relying 
party may insist that the end user have more 
than just 100 points of identifications but 
should also have a recent background check 
which indicates that this individual has no 
prior history of intellectual property 
violations. Information regarding the agency 
executing the background checks and check 
type can be encoded into the end users 
certificate within a X.509 extension attribute. 

Certification Level 2 encompasses end 
entities that cannot for one reason or 
another provide enough credentials to meet 
the 100 points criteria. These users may still 
need a public certificate to access low risk 
resources where only the possession of a 
valid certificate is required. It would be 
discriminatory to deny these users access to 
these types of resources. 

Certification Level 1 where end entities who 
are still with the institution’s circle have not 
directly provided to the institution any 
credentials at all. However these entities 
should have provided identification 
credentials to another body (not within the 
CAUDIT PKI circle of trust), which has an 
agreement of mutual trust with that 
institution. An example of this is the process 
of enrolling new students into a university.  
In Australia state secondary education 
bodies transfer to the university enough 
information about new prospective students 
so that they can be enrolled and if 
necessary accounts created. However this 
information usually has not been vetted by 
the university for veracity at this stage. The 
university trusts the state body that the 
information provided is correct.   

 

The table below summarises the CAUDIT PKI Certification Levels. 
Certificate 

Level Description 

Level 1 

• No proactive identity check provided to the RA. 
• Identity information provided by a body that the RA has a trust relationship. 
• Example: A student being enrolled in at least one subject is sufficient for the 

certificate issuing however identity information has only been supplied by QTAC 
(or similar state body). 

Level 2 

• Subject must provide proof of identity by appearing IN PERSON at the RA.  
• Individual cannot provide the required 100 points of identification. 
• Example: Short term contractors at an institution requiring access to PKI-

protected systems whose credentials are insufficient credentials to meet the 100 
points check but can provide some credentials (e.g. drivers licence, credit card, 
etc).  

Level 3 
• Subject must provide proof of identity by appearing IN PERSON at the RA. 
• Individual must accrue at least 100 points of identity. 
• Example: Foreign staff with valid passports and written references from 

acceptable referees.  

Level 4 
• Subject must provide the same information for Level 3 certification in addition to 

character background check. 
• For example a positive check is also conducted by an appropriate external 

agency. 



4 Trust Model 
A key benefit of PKI is the ability to construct 
a “sense of trust” between a relying party 
and an end entity (whoever or whatever they 
may be). This sense of trust has several 
aspects ranging from the technological to 
psychological. At both technological and 
psychological level a “trusted” connection 
must be made between a trust anchor of the 
relying party and a trust anchor of the end 
entity.  

At a technology level, trust anchors are 
normally either the CA that signed the end 
entities’ own certificate or a set of CAs that 
the relying parties either explicitly trust or 
that the relying parties’ software’s vendor 
explicitly trusts. 

Relying parties must attempt to construct 
either a direct or indirect path between the 
presented end entity certificate and its own 
trust anchor. 

This process is trivial when the relying party 
and end entity share the same trust anchor. 
If the relying party and the end entity do not 
share the same trust anchor, the relying 
party must find a continuous chain of valid 
and appropriate CAs, starting from the end 
entity’s CA, and terminating at its trust 
anchor. If this path cannot be constructed 
and validated then the relying party must be 
alerted to the absence of trust. 

This process is called “Certificate Path 
Processing” and it is a major function of any 
PKI. If the same CA signs all end entity 
certificates, Certificate Path Processing is 
trivial and requires limited consideration. 
However reality is more complicated with 
thousands of active CAs having complex 
and opaque relationships. 

For a relying party to transverse a chain link 
between two CAs (and therefore infer a level 
of trust between them), they must have 
previously setup a trust relationship between 
themselves; either by being a subordinate 
CA to the other or by (unilaterally or 
bilaterally) cross-certifying themselves. 

CAs should not arbitrarily setup relationships 
as this weakens the chain of trust. Inference 
of trust must also be carefully handled. If 
CAA trusts CAB and CAB trusts CAC then the 
inference that CAA trusts CAC is not 
necessarily correct all the time. 

CA certificate extension attributes (e.g. 
nameConstraint and policyConstraint) can 
be used to correct faulty trust inference 
logic; however problems also occur if the 
trust chain is too long including: 

• Path processing - becomes more 
intensive for the relying party.  

• Trust erosion - at each transition of 
a link of the chain the erosion of 
trust is a possibility as the policies 
and procedures of each CA may not 
perfectly align to relying party 
expectations. The CA certificate 
extension attribute 
pathLengthConstraint can be used 
to mitigate this problem. 

4.1 CAUDIT PKI Trust Model 
The CAUDIT PKI Federation is a 
combination of models: 
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Core CAUDIT PKI architecture - the 
Hierarchical CA model provides good 
flexibility to the members of the CAUDIT PKI 
and a reasonably simple trust topology for 
Certificate Path Processing. 



• Trust anchor – AusCERT operates as 
the trust anchor for all the CAUDIT PKI 
due to existing trust relationships. 
AusCERT is seeking to have either its 
Root CA accepted into a broad range of 
vendors’ trust lists or to have its Root 
CA signed by a well-known CA already 
in a broad range of vendors’ trust lists. 

• Subordinate CA certificates - from the 
AusCERT Root CA certificate, there are 
subordinate AusCERT CA certificates 
for each Certification Level 
implemented. This allows AusCERT and 
the CAUDIT PKI members more control 
over how PKI networking is achieved 
over the various Certification Levels by 
using various X.509 constraint 
extensions. Each institution will also 
have a separate CA certificate 
corresponding to each implemented 
Certification Level chained back to the 
corresponding subordinate AusCERT 
CA certificate. 

• Established PKIs - institutions with an 
established PKI will implement their part 
of the above design and use it to sign 
new end entity certificates. End entities 
issued by the institution’s old PKI can be 
transferred to the new design by cross-
certifying their old CA certificate to the 
appropriate AusCERT subordinate CA 
certificate. This way these old end 
entities will still recognize the old CA as 
their trust root (and continue to function) 
and relying parties elsewhere can 
construct a chain to them.  

• PMA - as each member of the CAUDIT 
PKI is its own self-contained 
organisation, AusCERT acts as a Policy 
Management Authority (PMA) to help 
maintain the trust fabric by periodically 
auditing the policies and procedures of 
each member. 

• Cross certification - the AusCERT 
Root CA Certificate will eventually be 
cross-certified to other PKI federations 
(e.g. HEBCA and various GRID PKIs) to 
allow collaboration between parties at 
national, international and global levels. 

5 Additional Design 
Considerations  

There are many other design considerations 
to consider other than the identity 
certification levels and the trust model. We 
briefly discuss some of these issues below 
that are organized in around the various 
stages of the typical management lifecycle 
of a certificate [ADAMS2003]; namely 
initialisation, issuing and cancellation. 

5.1 Initialisation Phase 
This phase contains: 

• Registering of the end entities; 

• Generating of the key pairs; 

• Creating certificates and distributing 
to the end entities (possibly 
including private key distribution); 

• Disseminating the public 
certificates for use by relying parties; 
and 

• Backup of the keys. 

5.1.1 Registration 
Our identity registration method is based on 
the Australian “100 points of Identification” 
system with credentials offered to a RA in 
person. 

This method scales well while the CAUDIT 
PKI is small where RAs (used by end users 
to register) are distributed over various 
institutions and key organisational units. 
However it will become intractable when the 
CAUDIT PKI encompasses many end users.  

Consider a situation of mandatory issue of 
personal certificate(s) for every student. This 
situation will require bulk certificate creation 
that will obviously comprise Certification 
Level 1, which is designed to handle this 
type of situation. End users with a bulk 
created certificate at Level 1 who require 
higher certification can present themselves 
to an RA and have another certificate 
issued. To minimize this certificate 
promotion, Level 1 certification must be 
sufficient for normal use.  



Institutions are expected to employ a CMS 
capable of bulk key/certificate generation to 
prepare for large scale PKI deployment. 

There are also issues regarding bulk 
creation of key pairs - particularly for 
certificates used for signing and non-
repudiation. Typically the certificates for the 
key pair are generated on the end user’s 
computer or crypto-token. Key pair 
generation by a third party implies 
knowledge of the private key and will 
weaken strength of non-repudiation. 

5.1.2 Key Pair Generation 
Key generation can occur at the: 

• End user’s computer or crypto-
token; 

• RA; or 

• CA. 

Depending on the use of the key there are 
factors that impact where it is generated. 

Although losing a signing private key is 
inconvenient (as only its corresponding 
verification certificate is needed after signing 
data, the CA should hold a copy of this 
certificate), it may be disastrous if a 
decryption private key is lost resulting in 
permanent loss of corporate data. 

If the signing private key is known to anyone 
other than the end user then the 
requirement of non-repudiation (ie “to prove 
to the satisfaction of a third party that the 
private key could not possibly have been 
used by anyone other that the owner of the 
private key”) is compromised even if the 
“other” is the CA itself. 

The CAUDIT PKI will issue separate 
keys/certificates for signing/non-repudiation, 
which can also be used for authentication 
since at its core authentication with X.509 
certificates relies on signing a challenge 
from a party and returning it to be verified, 
and encryption to end users. To ensure that 
each certificate is only used for its 
appropriate purpose the issuing CA should 
set the appropriate X.509 keyUsage 
attributes. 

At this stage we recommend generating 
signing key pairs on the user’s computer or 
crypto-token; however we also recognise 
this may be problematic for large scale PKI 
production and there will be security issues 
to consider. We expect the onus be on the 
end user to ensure their signing key is 
appropriately backed up.  

Encryption keys should be generated at 
either the RA or CA to enable automatic 
safe and secure archive. If an encryption 
key must be created on user’s computer or 
crypto-token, the user must make all 
reasonable attempts to supply this key to the 
institutions CA for archival purposes.  

5.1.3 Certificate Creation and 
Key/Certificate Distribution 

After generating a key pair, the public key 
must be securely transferred to the CA for 
placement in a certificate and signing by the 
CA and the certificate relayed back to the 
user. Issued certificates should be published 
in the institution’s directory so other users 
wanting to communicate with the user can 
easily locate it. 

However if the key pair was generated at the 
RA or CA, the private key must also be 
securely communicated to the end user. 
This can be achieved using the X.509 PKI 
Certificate Management Protocol [RFC2510] 
or using Public key Cryptography Standard 
(PKCS)7 [RFC2315] or 10 [RFC2986]. The 
CMS employed by an institution should 
support at least one of these standards. 

Although the ideal situation is to store 
private keys on a crypto-token (e.g. smart 
card that can be used for swiping and 
proximity but need a special reader, or USB 
key which have the advantage of being 
compatible with virtually all recent personal 
computers) rather than an encrypted file on 
the computers hard drive, we acknowledge 
these devices may still be relatively 
expensive for a University environment. 



We also recognise that if the whole of 
CAUDIT and its encompassing staff and 
students are to eventually embrace the 
CAUDIT PKI Federation, the CAUDIT PKI 
Federation must embrace crypto-token 
technology. We recognise that the crypto-
card option may impact various internal 
policies regarding student and staff identity 
cards. A workaround may be to deploy 
crypto-cards in parallel to established 
identity cards. 

5.1.4 Certificate Dissemination 
It is essentially important that the University 
community can readily find the certificates of 
people they want to securely communicate 
with. Public certificates should be published 
in the institution’s directory; however 
although this aids intra-institution searches, 
it does not aid inter-institution searches and 
ideally a single location to search for 
certificates for all of CAUDIT’s members is 
required.  

One solution being investigated is for 
AusCERT to run a “directory of directories” 
service or a directory proxy. A “directory of 
directories” is an LDAP directory populated 
only with referrals to other directories. The 
searching application can follow the referrals 
to the target directory and in some 
applications these hopes are in vain. Also it 
is difficult to instigate a search for an 
individual across several institutions. 

A directory proxy service takes the request 
(re-writes the request if necessary) and 
executes the search on the user’s behalf at 
various institutions’ directories. Results are 
re-written (if required), collated and returned 
to the user. A simple web interface (e.g. 
similar to the EuroPKI interface) will allow 
greater accessibility.  

Another approach being investigated is 
using Google as a Web File (also called the 
“Public File”) as suggested by Peter 
Gutmann [Gutmann04]. This approach 
embeds or links the user’s certificate to the 
user’s personal web page. As this page 
contains the user’s name (and possibly a 
picture) a Google search will easily locate 
the information. To encourage this 
AusCERT is looking into developing a 
simple CGI script with a URL that embeds 
an identifier for the user’s certificate that can 
be simply added to a personal web page. 

This option would also be relevant for 
institutions planning or deploying web-based 
staff portfolio pages. 

Privacy is a difficult aspect of certificate 
dissemination and it comes in two parts: 

• Encoded information - 
identification certificates contain 
user information (e.g. name and 
email address) encoded in the 
certificate; and the certificate is 
useless without it. However after the 
certificate is disseminated it cannot 
be recalled (only revoked) and can 
remain in the public domain forever. 
There are schemes in which one put 
either an anonym or pseudonym in 
the certificate (rather than the 
veronym) to protect privacy; 
however this approach virtually 
cripples potential certificate use.  

• Searching - privacy issues also 
arise by allowing everyone to 
browse and search the CAUDIT PKI 
directories and web pages for 
certificates. This issue is complex 
enough just within a single 
institution. We suggest that CAUDIT 
instigates a study of solutions to this 
problem across all its members. 

5.1.5 Key Backup 
Key backup is a key issue and we 
recommend backing up encryption keys at 
creation by the institution’s CA. However, 
this implies the institution’s CMS is capable 
of this function. Provided this process is 
secure, institutions are free to implement 
their own procedures, which will regularly be 
audited by the CAUDIT PKI Federation 
PMA. 

To protect non-repudiation signing private 
keys should not be backed up by the 
institution at their creation; however we 
recommend backing up and archiving of the 
signing public certificate. 

Users should backup either of these keys 
using an encrypted format and a strong pass 
phrase.  



5.2 Issued Phase 
After a private key and its corresponding 
public certificate have been disseminated 
they enter the “issued” phase that includes: 

• Retrieving the certificate from a 
remote repository (where 
necessary) 

• Validating the certificate whenever 
it is used 

• Recovering the private key id lost; 
and  

• Updating the certificate prior to 
expiration. 

5.2.1 Certificate Retrieval 
Certificate Dissemination is the act of 
publishing public certificates for use by 
others. Certificate Retrieval is the 
complementary operation where a relying 
party or end user retrieves the certificates 
from various repositories. The infrastructure 
for certificate retrieval is identical as that 
required for certificate dissemination and we 
make no further recommendation. 

5.2.2 Certificate Validation 
It is vitally important that any relying party 
can successfully perform Certificate Path 
Processing on certificates issued by CAs in 
the CAUDIT PKI Federation. Every effort 
must be made to create and maintain the 
necessary infrastructure for achieving this 
goal while considering the following: 

• AusCERT will either place its Root CA 
Certificate in trust lists for well known 
applications or have its “Root” CA 
certificate chained to a well known CA 
certificate that already exists in the trust 
lists in well known applications. 

• SSLv3/TLSv1-enabled servers must be 
configured to supply certificate chains to 
the relying party. This approach means 
relying parties do not need to inspect 
individual certificates to locate the 
certificates to traverse the CAUDIT PKI 
hierarchy to the top. 

• S/MIME enabled mail clients must be 
configured to embed certificate chains 
with the PKCS#7 MIME attachment. 
This way relying parties do not need to 
inspect individual certificates to locate 
the certificates to traverse the CAUDIT 
PKI hierarchy to its top. 

• All issued certificates must use the 
following X.509 extension attributes: 

o Authority Information Access 
Extension (AIA) to supply to the 
relying party: 

 Location of certificate 
chains and cross-
certificate pairs. 

 Location of CRLs and 
OCSP responders 

o CRL Distribution Points 
Extension to supply to the 
relying party 

 Location of CRLs. 

• All issued CA certificates and cross-
certificates must be published in either a 
X.500 or LDAP directories so that 
relying parties and DPP/DPV servers 
can locate them. If LDAP servers are 
used then a “Directory of Directories” or 
Directory Proxy service will be 
necessary.  

• Institutions must publish regular and 
timely CRL information. If revocation list 
grows large they should consider using 
CRL partitioning and Delta CRLs to 
minimise bandwidth. Institutions will be 
expected to run an OCSP responder. 

• There must be a single point of CRL and 
OCSP information for applications that 
cannot discover their locations via 
information in the certificates. These 
services may be provided using Indirect 
and Redirect CRLs and OCSP proxy. 



5.2.3 Key Recovery 
End users will lose private key and forget 
pass phrases protecting private keys. In this 
situation, the RA or CA may need to retrieve 
the key from the key archive and securely 
transmit the key to the owner to prevent 
permanent loss of information. We 
recommend institutions deploy a CMS 
capable of key backup and recovery. 

5.2.4 Key Update or Renewal 
When a certificate is near to expiration and 
the end entity still needs a certificate, the CA 
can either: 

• Renew the certificate – in this 
operation the user’s original public key is 
placed in a new certificate and issued 
back to the end user prior to certificate 
expiration. This operation can be 
automatically initiated by the CA prior to 
the end user’s certificate expiration; or 

• Update the certificate – in this 
operation a new key pair is generated 
and a new certificate is issued. For this 
operation to take place the end user 
must send a certificate update request 
to the RA. 

Institutions can select the best method for 
itself, its staff and students that provide a 
balance between security and convenience. 
Either way the end entity must be notified of 
the impending expiration in advance so they 
can initiate key update or renewal. For 
scalability issues, this process should be as 
automated as possible and as transparent to 
the end entity as possible. 

5.2.5 Cancellation Phase 
This phase covers the natural expiration of a 
certificate (and revocation if required) in 
addition to reissuing or renewing expired or 
expiring certificates. 

The cancellation phase also involves the 
records management task of maintaining a 
history of keying material so data encrypted 
by now-expired certificates can be decrypted 
in the future (if required) as well as for 
dispute resolution purposes. 

5.2.6 Certificate Expiration 
The aim is to maximise the number of 
naturally expiring certificates and minimise 
the number of certificates that must be 
revoked (e.g. users leaving the CAUDIT 
PKI, etc.). CAs should also aim to minimise 
certificate renewals and updates. 

For example, consider certificates issued to 
students and the following options: 

• Issuing certificates on the 1st January 
valid for approximately one year - 
each year new students must be issued 
with certificates and continuing students 
must renew or update their certificates. 
During the year the CA must track 
students permanently leaving and 
revoke their certificates. However some 
proportion of students graduate and 
leave each year at or about when their 
certificates naturally expire and require 
no revocation. For this option the 
process of renewing or updating 
certificates for continuing students is an 
intensive task while the revocation of 
certificates has less impact. 

• Setting the student certificate validity 
period to approximately 3 years - to 
coincide with the average university 
degree period. In this situation, new 
students are issued certificates as 
normal and for a large majority as they 
graduate their certificates should be also 
expiring. Certificates for the minority 
remaining longer than 3 years can be 
renewed or updated for each extra year 
at the institution. Certificates must still 
be revoked for students leaving before 
the three years. This option is lighter on 
certificate renewal or update as 
compared to the previous option; 
however it is heavier on the process of 
revocation. This option also creates 
CRLs that are significantly larger than 
the previous Option. 

Selecting an optimal validity period for staff 
is more difficult due to irregular staff 
employment terms. While some staff 
members have fixed term employment (and 
therefore a predictable expiry date), the 
majority may leave the institution before 
their certificates expire naturally and 
therefore require revocation.  



We recommend institutions carefully select 
validity periods and revocation policies that 
best suit each institution needs. 

5.2.7 Certificate Revocation 
Under the CAUDIT PKI Federation 
certificates can be revoked for the following 
common reasons: 

• Compromise of end entity’s private 
key - due to a stolen computer or 
crypto-token or the computer upon 
which the private key is held has been 
comprised, the affected certificate 
should be revoked as soon as possible. 
It is the duty of the end entity to contact 
the RA or CA immediately once they 
realize the computer/crypto-token has 
been stolen or otherwise compromised. 
However the institution must publish 
precise instructions to be followed in this 
case. If the end entity has misplaced or 
lost the computer/crypto-token where 
their private key(s) reside, they also 
should contact the CA or RA as soon as 
possible to revoke the certificates. 
Authorized administrators must also be 
able to initiate revocation if they suspect 
compromise of a private key. 

• Termination of institution association 
- most institutions are dynamic bodies 
with staff and students regularly entering 
and leaving the institution. End users will 
inevitably terminate their employment 
and/or studies before natural certificate 
expiration. In this situation, certificates 
should also be revoked. Most institutions 
have well defined staff termination 
procedures and checklists that could be 
updated to include processes for 
revoking staff certificates; however 
students pose problems as they 
generally have less well-defined 
procedures. 

• Changing certificate information - 
information in a certificate will inevitably 
change (Certificate Perishability ) and it 
may become necessary to revoke that 
certificate (and reissue another 
certificate) before the certificate naturally 
expires. Examples of such changes 
include name, email address or 
affiliation changes. To counter this 
situation, institutions should minimise 
the use of attributes with the potential to 
change regularly (e.g. refraining from 
adding attributes in an ID certificate for 
authorisation purposes). Attribute 
certificates or access management 
systems like Shibboleth are better suited 
for this. 

5.2.8 Key History and Archive 
We recommend institutions’ CAs should 
archive all keying materials or encryption 
certificates and the public certificate for 
signing certificates including renewed 
certificates and updated key pairs. 

Archiving allows the institution to decrypt 
encrypted data when private keys are lost. 
Also signed documents can still be verified 
in the future even when the user has 
updated or renewed their certificates and 
have removed or deleted the older versions. 

6 Approach used 
We have developed a phased approach to 
ensure that the production implementation is 
not only feasible, but also useful to each 
individual university. 

• Pilot Phase - extensive 
research is being undertaken to 
understand interoperability 
issues with PKI enabled 
applications that may arise in a 
production environment. 



• Pre-Production Phase – 
investigate inclusion of Root CA 
into web browsers certificate 
authorities and compliance 
requirements to the appropriate 
FIPS. Investigate Higher 
Education requirements for 
authorization certificates 
including short-lived 
authorization certificates. 
Investigate alignment of 
Shibboleth into the CAUDIT PKI 
Federation Trust fabric, which 
will be performed in 
collaboration with MAMS 
project. 

• Initial Production Phase – 
deploy an environment that 
enables Universities 
collaborative research in a safer 
manner. Empower Universities 
with the necessary information 
to train their users. 

While these phases are very distinct they 
are also interconnected in a way that the 
results from one phase will impact and direct 
future phases. Using this phased approach 
we hope to be able to map and document 
any technical and philosophical problems 
that may hinder a PKI implementation. 

We understand that one of the major hurdles 
of deploying a large PKI is not so much the 
technical intricacies of PKI enabled 
technology available to date, but the support 
from management and end users. 

We all agree that PKI is not a simple 
implementation and that end users may be 
reluctant to accept and adopt new 
technologies, however we hope to develop 
an infrastructure that is as simple as 
possible to fit in with existing individual 
Universities infrastructures. 

7 Conclusion 
As we progress in the implementation of the 
CAUDIT PKI Federation Project we face 
technical and business challenges. Many 
applications do not cope with PKI as 
expected. We are looking into ways to scale 
CRL dissemination across all members of 
CAUDIT PKI. We expect that existing 
business processes will need to be re-
evaluated and possibly new processes will 
need to be in place before this project is 
taken into production. 

We have finalized the Pilot Phase in which 
draft Certificate Police/Certificate Practice 
Statement have been developed and 
feedback sought from the participant 
universities and other PKIs from around the 
world. This phase also included the 
development of a PKI test environment in 
which CA certificates where issued to 
participant institutions that in turn issued end 
user certificates. 

Preliminary interoperability tests included 
encryption and signing of emails at a client 
level, browser client authentication, online 
validation of certificates, server side 
certificates and CRL and OSCP 
implementations. 

At the time of writing this paper we have 
entered the Pre-production Phase in which 
we are further developing the draft CP/CPS 
and pursuing the avenues to include the 
Root CA into web browsers. We are 
investigating Higher Education requirements 
for authorization certificates including short-
lived authorization certificates and, in 
collaboration with MAMS, we are exploring 
the alignment of Shibboleth into the CAUDIT 
PKI Federation Trust fabric. 

We are however optimistic that with the 
continued support we have received from 
the CAUDIT universities participating in the 
Pilot Phase that we’ll be able to implement 
an efficient PKI solution across the higher 
education sector in Australia. 

Our phased approach has enabled us to 
receive support from a number of 
organizations, which keeps the momentum 
with the Higher Education Sector in Australia 
moving forward. 
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